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Total Premium Volume 

This year, 151 insurer groups, representing 629 individual companies submitted data on the Cyber Supplement for 
the 2022 calendar year. 

The 2022 data show a cybersecurity insurance market, including U.S. domiciled insurers and alien surplus lines 
insurers writing business in the U.S., of roughly $9.7 billion in direct written premiums, reflecting an increase of 
47.6% from the prior year.  

U.S. domiciled insurers writing cyber coverage reported approximately $7.2 billion in direct written premiums in 
2022. Direct earned premiums reported were $6.3 billion. Direct written premiums for the 2022 data year increased 
by 49.9% from the 2021 data year. The differences in direct written premiums in the cyber insurance market have 
been dramatic in the past couple of years. The continued rise in ransomware and the number of costly cybersecurity 
events partly drove the increase in cyber insurance premiums in 2021. While cyber insurance prices grew in 2022, 
they grew at a slower rate.  

Alien surplus lines insurers reported approximately $2.4 billion in direct written premiums in 2022, which is an 
increase of 41.1% from 2021. 

Figure 1 shows the domestic direct written premium from 2018 to 2022 and the yearly percent change. These 
numbers contain the domestic surplus lines, the admitted market, and the alien surplus lines market. 

Figure 1: Direct Written Premium and Percent Change by Year  

 

While the direct written premium increased in 2022, it did not rise at the same rate as the policies in force. The 
number of policies in force in the admitted and domestic surplus lines market grew by 4.4% from 2021 to 2022. 
However, it is worth noting that fewer cyber insurance policies were in force in 2021 and 2022 than in 2020. Figure 
2 illustrates the number of policies in force from 2018 to 2022 and the rate of change by year. This figure does not 
include the number of policies in force in the alien surplus lines market. 
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Figure 2: Policies in Force and Percent Change by Year*  

 

*Does not include Alien Surplus Lines Data 

The domestic surplus lines market writes approximately 41% of the U.S. cyber insurance market, while the admitted 
market writes about 59% of the market. Figure 3 illustrates the growth trends of the domestic admitted and surplus 
lines market. 

Figure 3: Direct written premium in the domestic admitted and 
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Figure 4 illustrates the direct written premium from 2018 to 2022 for standalone policies, package policies, and the 
total direct written premium for the alien surplus lines market. The direct written premium decreased in 2018 and 
2019 but began increasing in 2020. Direct written premiums grew by 41.1% in 2022. 

Figure 4: Direct Written Premiums for Alien Surplus Lines 2018–2022 

 

 
Figure 5 shows the percentage of admitted, domestic surplus lines, and alien surplus lines markets that are held by 
the U.S. market. The U.S. admitted market holds 38.5% of the market, followed by the U.S. domestic surplus lines 
market, holding 36.4% of the market. Alien surplus lines account for 25.1% of the market. 

Figure 5: Market Type Percentages 
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Figure 6 shows the market summary for the admitted and domestic surplus lines premiums, as well as the alien 
surplus lines premiums. 

Figure 6: Market Summary 
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Exhibit 1: 
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https://www.marsh.com/us/services/cyber-risk/insights/us-cyber-purchasing-trends.html%23:%7E:text=Cyber%20insurance%20pu/0in672520pu/0in672520pu/0in672520pu/0in672520pu/0in672520pu/0in6s2xi.asesin6mo/A xi.as/uaDlikely0in5ao5s/cn5/20overall%20take%2Dup%20rate,%2C%20wit87acructParent 20/Subtype/Link/Type/Annot>><</S/URI/URI(https://www.marsh.com/us/services/cyber-risk/insights/us-cyber-purchasing-trends.html%23:%7E:text=Cyber%2n3:%3ok.pdf)>><</A 381 0 R/BS<</S/S/Type/Border/W 0>>/Border[0 0 0]/0in672 0 R/BS<101.297520pu/0in6s2xi.19esin6mo/A xi.as/uaDlikely0in5ao5s/cn5/20overall%20take%2Dup%20rate,%2C%20wit87acructParent 20/Subtype/Link/Type/Annot>><</S/URI/URI(https://www.marsh.com/us/services/cyber-risk/insights/us-cyber-purchasing-trends.html%23:%7E:text=Cyber%2n3:%/Border/W 0>>/Border[0 0 0]/H/I/Rect[77.0791 152.566 520.458 162 0 0]//Rect[69.ype/Bor520pu/0in6s2xi.1812]/StructParent 20/Subtype/Link/Type/Annot>><</S/URI/URI(https://www.marsh.com/us/services/cyber-risk/insights/us-cyber-purchasing-trends.html%23:%surance-remains-key-to-growth-12813411)>><</A 379 0 R/BS<</S/S/Type/Bord4ubt162.0.[0 520pu/0in6s2xi.17Border[0 0 0]/H/I/Rect[76.627 111.063 497.955 120.82dtheftc2xier.org/wpch/xient/upload30829-g10/ITRC_ts/usB230ness-Impact-Report_V2.1-3ends.html%23:%9Border/W 0>>/Border[0 0 0]/H/I/Rect[77.0791 152.566 520.458 162.0.[0 59.8.W 0>150k/Ty520pu/0in6s2xi.16Border[0 0 0]/H/I/Rect[76.627 111.063 497.955 120.82dtheftc2xier.org/wpch/xient/upload30829-g070829-0712_H1hts/usData-Br-rch-Ak/Tysisends.html%23:9-exclusions-in-cyber-policies)>><</A 373 0 R/BS<</S/S/Type/Borde50k/Ty3:%9.er/ ent 39r[0 0 0]/H/I/Rec1[76.627 142.801 310.725 152.566]/StructParent 24/Subcs-2dstrybe(http-cybesecurity-101Annnsomw/I/Annnsomw/I/-as-a-te,%2C%-raas/.html%23:93exclusions-in-cyber-policies)>><</A 373 0 R/BS<</S/S/Type/Borde5t 39r/Rect[69.yin61.7656 495.898 91.1412]/StructParent 20/Subtype/Link/Type/Annot>><</S/URI/URI(https://www.marsh.com/us/services/cyber-risk/insights/us-cyber-purchasing-trends.html%23:95ok.pdf)>><</A 381 0 R/BS<</S/S/Type/Border/W 0>>/Border[0 0 0]/H/I/R70.229.75 81.7656 495.898 91.1276.627 72.0 414.795 81.7656]/StructParent 21/Subtypeecuritymagaz0ne(httpr-risk/in100009-first-half-ofhts/ussees-mor%-ransomw/I/-%2Ct.co-thaberll-ofhts/2.html%23:920take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25.)>><</84.207 503rder 93.9727520pu/0in6s2xi.1sesin6mo/A xi.as/uaDlikely0in5ao5s/cn5/20overall%20tfitchnnot>><ype/AnRI/URI(h7E:text=C0/Subtype/s/rpsins/lsees-rapid-peariumrps-2023declinpe/Aloss-raLins-13-04hts/2.html%23:9all%20take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25092 3948/I/304.40 395bt13/Subtype/Link/Ty[76.627 142.801 310.725 152.566]/StructParent 24/SubhipaatParent 26/Sts/2-e-claims/2-data-br-rch-report/.html%2313 0l%20take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25092 395bt13/244 .776.127in67Subtype/Link/Ty412]/StructParent 20/Subtype/Link/Type/Annot>><</S/Ubeyondidk/Tity 26/Sblog/data-br-rches-s/2-mor%-costlleshese-10/s/dustrysurance-reull]l%20take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25092 3927in6759.0.60pu1ubt297520pu/0in6s2xi.3Border[0 0 0]/H/I/Rect[76.627 111.063 497.955 120.82dtheftc2xier.org/wpch/xient/upload30829-g040829-0413_Q1hts/usData-Br-rch-Ak/Tysisends.html%23/URIl%20take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25092 3947W 0>>/1R/B6/ en6 0]/H/I/Rect[76.338912]/StructParent 20/Subtype/Link/Type/Annot>><</S/URI/URI(https://www.marsh.com/us/services/cyber-risk/insights/us-cyber-purchasing-trends.html%23 R/Bl%20take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25092 39n6 0]/59. .714Type/Bor520pu/0in6s2xi.1Border[0 0 0]/H/I/Rect[76.627 111.063 497.955 120.82dtheftc2xier.org/wpch/xient/upload30829-g10/ITRC_ts/usB230ness-Impact-Report_V2.1-3ends.html%NS25/Subtyiso.org/nds2/ssn)/H/I/RNamespace>>
https://www.rpsins.com/-/media/files/rpsins/rpsins/learn-articles/rps-2023-cyber-market-outlook.pdf
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Reinsurance 

S&P Global believes that reinsurers will continue to play an essential role in developing a viable cyber insurance 
market. In 2022, primary cyber insurers in the United States ceded slightly more than 50% of their cyber insurance 
premiums to reinsurers. The reinsurance market will play a significant role in supplying capital and capacity 
supporting additional premium growth. Using Guidewire’s Cyence model, S&P concluded that the reinsurers they 
rate would not have a huge impact on their capital.21 In 2022, reinsurers experienced low profitability. Additionally, 
these reinsurers faced underwriting losses in their cyber insurance portfolios; loss ratios slightly exceeded 100%, 
falling short of primary cyber insurance writers.22 

S&P noted cyber insurance heavily depends on reinsurance and believes reinsurers will continue to play a significant 
role in the cyber insurance market's growth. While the primary cyber insurance market begins to soften, this may 
not be the case for reinsurance. Reinsurers have made higher rate adjustments throughout the first half of 2023.23 

However, primary cyber insurance underwriters likely will be able to keep from passing the increased reinsurance 
costs on to policyholders.24 

Exclusions 

Like any other insurance policy, cyber insurance uses exclusions and coverage limitations to limit exposure.  

Most cyber insurance policies typically include a retroactive date. A retroactive date specifies the length of time a 
policy will cover a loss based on this date on a claims-made policy. A policy will not cover a claim occurring before 
the retroactive date. 

https://www.spglobal.com/ratings/en/research/articles/230829-global-cyber-insurance-reinsurance-remains-key-to-growth-12813411
https://www.carriermanagement.com/news/2023/08/30/252566.htm
https://www.spglobal.com/ratings/en/research/articles/230829-global-cyber-insurance-reinsurance-remains-key-to-growth-12813411
http://www.reedsmith.com/en/perspectives/cyber-insurance-claims/2023/06/navigating-common-exclusions-in-cyber-policies
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Cyber events and losses usually cross state or country borders. This means an insured will want to be sure which 
countries and territories the cyber insurance policy covers. If a particular country or territory in which an insured 
requires coverage is excluded from a cyber insurance policy, this coverage should be discussed with the insurer.30 

This list of exclusions is not meant to include every possible exclusion. However, the exclusions discussed are 
common exclusions insureds see when purchasing a cyber insurance policy. 

Summary 

The cyber insurance market continued to be challenged in 2022. However, the market is starting to show signs of 
improvement. The take-up rates for cyber insurance coverage increased and continue to grow. Additionally, cyber 
insurance remains an essential part of a business's risk management strategy.31   

https://www.insurancejournal.com/news/national/2023/05/15/720816.htm#:%7E:text=The%20overall%20take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25.
https://www.insurancejournal.com/news/national/2023/05/15/720816.htm#:%7E:text=The%20overall%20take%2Dup%20rate,%2C%20with%20healthcare%20at%2056%25.

