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Total Premium Volume

This yearl151insurer groupsrepresenting 89 individual companiesubmitteddata on the CybeBupplement for
the 2022calendar year.

The 2022 data show a cybersecurity insurance market, including U.S. domiciled insurers and alien surplus lines
insurers writing business in the U.S., of rougtdy7®illion in direct written premiums, reflecting an increase of
47.6%from the prior year.

U.S. domiciled insurers writing cyber coverage reported approxim&®R billion in direct written premiumsn
2022 Direct earned premiums reported wer@ 3billion. Direct written premiums for the 202#ata year increased
by 49.9% from the 20Rdata year.Thedifferences in direct written premiumis the cyber insurance market have
beendramaticin the past couple of years. Thentinuedrise in ransomware and the number of costly cybersecurity
events partly drove the increase in cyber insurance premiums id.20Bile cyber insurance mesgrew in 2022,
they grewat a slower rate.

Alien surplus lines insurers reported approximately $2.4 billion in direct written premiums in 2022, which is an
increase of 41.1% from 2021.

Figure 1 shows the domestic direct written premium from 2018 to 2022 and the yearly percent change. These
numbers contain the domestic surplus lindse admitted market and the alien surplus lines market

Figure 1Direct Written Premium and Percent Change by Year
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While the direct written premium increased 2022 it did not rise at the same rate as the policies in force. The
number of policies in forcen the admitted and domestic surplus lines market grew by 4.4% from 2021 to 2022.
However,it is worth notingthat fewer cyber insurance policies wereforce in2021and 2022 than in 2020rigure

2 illustratesthe number of policies in force from 2018 to 20@2dthe rate of change by year. This figure does not
include thenumber of policies in force in the alien surplus lines market.



Figure 2Policies in Force and Percent Change by*Year

*Does not include Alien Surplus Lines Data

The domestic surplus lines market writgsproximately 41% of the U.8ber insurancenarket, while the admitted

market writes about 59% of the marketigure 3llustratesthe growth trends of the domestic admitted and surplus
lines market.

Figure 3Direct written premium in the domestadmitted and



Figure 4 illustrates the direct written premium from 2018 to 2022 for standalone policies, package pafididse
total direct written premiumfor the alien surplus lines markethe direct written premium decreased in 2018 and
2019 but began increasing 2020. Direct written premiums grew by 41.192022.

Figure 4Direct Written Premiums for Alien Surplus Lines 2@D22
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Figure 5 shows the percentage of admitted, domestic surplus lines, and alien surplusdikessthat are held by
the U.S. marketThe U.S. admitted market holds 38.5% of the market, followed by the U.S. domestic surplus lines
market, holding 36.4% of the market. Alien surplus lines accéon25.1% of the market.

Figure 5Market Type Percentages
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Figure 6shows themarket summary for the admitted and domestic surplus lines premiums, as well as the alien
surplus linepremiums

Figure6: Market Summary
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Reinsurance

S&P Global believes that reinsurers will continue to play an essential role in developing a viable cyber insurance
market.In 2022, primary cyber insurers in the United States ceded slightly more than 50% of their cyber insurance
premiums to reinsurers. The reinsurance market will play a significant role in supplying capital and capacity
supporting additional premium growthJsingGuidewire’'sCyence modelS&Pconcluded that theeinsurers tley

rate would not have a huge impact on their capitaln 2022, reinsurers experienced low profitability. Additionally,

these reinsurers faced underwriting losses in their cyber insurance portfolios; loss ratios slightly exceeded 100%,
falling short of primary cyber insurance writefs

S&P noted cyber insurance heavily depends on reinsurance and believes reinsurers will continue to play a significant
role in the cyber insurance market's growth. While the primary cyber insurance markigisbegoften, this may
not bethe case for reinsurance. Reinsurers have made higher rate adjustments throughout the first half & 2023.

However, primary cyber insurance underwriters likely will be able to keep from passing the increased reinsurance
costs on to policyholder¥.

Exclusions
Like any othemsurance policy, cyber insuranases exclusions and coverage limitations to limit exposure.

Most cyber insurance policies typically include a retroactive date. A retroactive date specifies the length of time a
policy will cover a loss based on this datea claimamade policy A policy will not cover a claim occurring before
the retroactive date


https://www.spglobal.com/ratings/en/research/articles/230829-global-cyber-insurance-reinsurance-remains-key-to-growth-12813411
https://www.carriermanagement.com/news/2023/08/30/252566.htm
https://www.spglobal.com/ratings/en/research/articles/230829-global-cyber-insurance-reinsurance-remains-key-to-growth-12813411
http://www.reedsmith.com/en/perspectives/cyber-insurance-claims/2023/06/navigating-common-exclusions-in-cyber-policies

Cyber events and losses usually crsisge or county borders. This means an insured will want to be sure which
countries and territories the cyber insurance policy covers. If a particular country or territory in which an insured
requirescoverages excluded from a cyber insurance policy, this coverage should be discussed with theShsurer.

This list of exclusions is not meant to include every possible exclusion. However, the exclusions discussed are
common exclusions insureds see when purchasing a cyber insurance policy.

Summary

The cyber insurance market continued to be chalkship 2022. However, the market is starting to show signs of
improvement. The takeip rates for cyber insurance coverage increased and continue to grow. Additionally, cyber
insurance remains an essential part of a business's risk management stfategy
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