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I. Introduction and Background 

The EU -US  Insuran ce Dialogue Proj ect ’s Innovat i on and Technol ogy W ork s t ream was cr eat ed 
to f urt her expl o r e topi c s relat i ng to big data and a rti fi ci al i ntel l i gence/m achi ne l ear ni ng 
(AI/ML ) includi ng the appropri at e regul at ory fram ewo rk for moni t ori ng an insuranc e 
company’s gove rnanc e o f compl ex model s using big data and AI /ML  and the impact of these 
pract i ces on hist ori cal l y underrep res ent ed groups. Furt her, the wo rks t ream shared exp eri enc es 
relat i ng to the use of supervi s ory technol ogy ( Suptech ) as a regul at or y tool for both prudent i al 
and market conduct supe rvi s i on. Last l y, brief high- level updat es wer e exch anged to flag oth er 
key technol ogy and innovat i on devel opm ent s in the US and EU market s as relevant (includi ng 
cybers e curi t y devel opm e nt s).  
 

 
II.  Summary of Discussed Topics 
 

A. Big Data/AI/ML   
 

1. Regulatory and supervisory developments 
 

S upervi s ors in the US and EU  recogni z e big data and AI/ML is sha pi ng the insuranc e 
market pl ac e of today and the future with  data- driv en busi nes s model s seen throughout all the 
stages of the insuranc e va lue  chai n. In the discus s i o ns at the wo rks t ream , it was clea r that whil e  
the use of compl ex algor i t hm s and AI/M L can  pr ovi de new opport uni t i es for busi nes s es and 
consum ers acros s the insurance se ct or in the US and EU , it also raises  new chal l enges such as 
consum er priv acy and t he ne ed to prot ect agai ns t  both intended and  unint ended unfai r 
discri m i nat i on that may resul t from the us e of al gori t hm s. Supervi s ors in the  US and EU are 
worki ng to enabl e stakeh ol ders to harnes s the ben efi t s of AI innovat i on, but also worki ng to 
ensure that adequat e gov ernanc e and risk manag e m ent fram ew orks are in place en abl i ng the 
use of trust wort hy AI system s . The discus s i ons withi n the w orks t ream illus t rat ed  comm on 
chal l enges and opport uni t i es and how these are be ing addres s ed from a reg ul at ory perspe ct i ve 
in both the US and EU.  
 
In the EU,  in  April 2021, the  Europe an Commiss i on present ed its  legi s l at i ve propos al fo r 
harm oni zed rules on AI  (commonl y referr ed as the AI Act) 1 and the potent ial impl i cat i ons for 
the insurance se ct or; the propos al, which is under legi s l at i ve revi ew , aim s to introduce new 
governanc e and risk man agem ent rul es for the us e of AI in diffe rent s ect ors of the EU econom y

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
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The AI Act  also fores ee s the establ i s hm ent of dedi cat ed AI sandboxes where stakehol de rs 
woul d be able to test innovat i ve AI solut i ons in a cont rol l ed envi ronm ent.  
 
In 2022, EIOPA was moni t ori ng the legi s l at i ve proces s of the AI Act. More part i cul arl y, 
EIOPA shar ed its views on the AI Act with the European co- legi s l at ors, 2 where it welcom ed 
the object i ves of the l egi s l at i ve propos al but cons i dered that the us e of AI in insurance woul d 
be bett er regul at ed at  the sect ori al level due to sect ori al speci fi ci t i es.  
 
Moreover, in the cont ext of the rec ent l y cre at ed Digital Finance  Acad em y, 3 EIOPA has also 
devel oped tr ai ni ngs for supervi s ors on digi t al i s at i on matt ers incl udi ng AI and  discus s ed with 
stakehol ders AI gov ern a nce and risk man agem ent measures. 4 
 
Further, the Report from EIOPA’s Consul t at i ve Expert Group on Digital Ethics in Insu ranc e 5 
had devel oped six AI go vernanc e princi pl es to pr om ot e ethi cal and trust wort hy use of AI in 
the European insur ance sect or . The gove rnanc e princi pl es ar e largel y in line  with the  
governanc e and risk ma nagem ent requi r em ent s of the AI Act, as well as with the ones 
devel oped by other orga ni s at i ons such as the OECD and  the NAIC .6 T he report also incl udes  
non- bindi ng guidance on how to appl y the govern ance p rinci pl es on concr et e AI use cases i n 
insurance.   
 
In ea rl y 2023, EIOPA lau nched a digi t al i s at i on mar ket moni t ori ng survey, 7 which, among othe r 
things, will gather furt he r evidenc e on the use of AI in the Europe an insur ance se ct or. EIOPA 
will use the evidenc e gat hered from this surv ey to devel op furt he r supe rvi s ory and regul at o ry 
tool s. 
 
From a nati onal perspe ct i ve, some EU Mem be r S tat es also have n ati onal init i at i ves relat i ve to 
AI/ML . F or exam pl e, in July 2021, BaFin  and the Deutsche Bundesb ank p ubl i s hed  a 
consul t at i on paper enti t l e d “Machi ne le arni ng in ri sk model s – Charact eri s t i cs and 
supervi s ory priori t i es.” 8 
 
In the US, the NAIC disc us s ed its  ongoi ng work on asses s i ng the indus t ry’s use of big data 
and AI/ML, what goem

https://www.eiopa.europa.eu/publications/letter-co-legislators-artificial-intelligence-act_en
https://reform-support.ec.europa.eu/what-we-do/financial-sector-and-access-finance/eu-supervisory-digital-finance-academy_en
https://reform-support.ec.europa.eu/what-we-do/financial-sector-and-access-finance/eu-supervisory-digital-finance-academy_en
https://www.eiopa.europa.eu/media/events/artificial-intelligence-governance-2022-12-15_en
https://www.eiopa.europa.eu/eiopa-publishes-report-artificial-intelligence-governance-principles-2021-06-17_en
https://www.eiopa.europa.eu/eiopa-publishes-report-artificial-intelligence-governance-principles-2021-06-17_en
https://content.naic.org/sites/default/files/inline-files/AI%20principles%20as%20Adopted%20by%20the%20TF_0807.pdf
https://content.naic.org/sites/default/files/inline-files/AI%20principles%20as%20Adopted%20by%20the%20TF_0807.pdf
https://www.eiopa.europa.eu/eiopa-launches-new-survey-map-financial-innovation-insurance-2023-03-06_en
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act i vi t i es and eval uat i ng exist i ng regul at ory fr am e works for ove rs eei ng and moni t ori ng the 
use of big data and AI.  Th e 
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https://www.eiopa.europa.eu/eiopa-sets-out-forward-looking-digital-transformation-strategy-2021-12-10_]
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B. Suptech as a Regulatory Tool 

S upt ech is the use of inno vat i ve technol ogi es by fin anci al autho ri t i es to support thei r work such 
as big data, AI/ML , and other new te chnol ogi es  for prudent i al and conduc t supervi s i on.  
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forwa rd, the NAIC plan s to cont i nue devel opi ng addi t i onal dashboards for use in solvency 
moni t ori ng as well as provi de standardi zed d atas et s and templ at es for en d users to acces s in 
buil di ng thei r own cust om i zed dashboards and visual i zat i ons.  
 
Fede ral Res erve Board (Board) repres ent at i ves di scus s ed the Board’s us e of machi ne lea rni ng 
in the supervi s ory proce s s. Supt ech is a high -priori t y init i at i ve acros s the Fede ral Reserv e 
syst em. To date, most of the Board’s effo rt s have been focus ed on bank supervi s i on. For 
exam pl e, a tool that util i zes natural langu age pr oces s i ng (NLP) to summ ari ze and extra ct 
inform at i on from unst ruc t ured data repo rt ed by sup ervi s ed bank holdi ng com pani es is rout i nel y 
used by Federal Reser ve exam i ners. Withi n insurance, the Board is init i all y focus i ng on the 
potent i al to use ML  to esti m at e loss reserves. Th e Board has worked to imp l em ent a publ i s hed 
model (DeepTri angl e) th at uses de ep neu ral netw orks to esti m at e loss rese rves from publ i cl y 
avai l abl e inform at i on.  
 
From a prudent i al pe rspect i ve , 
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us e of a ch at  tool to respo nd to frequ ent l y requ es t e d inform at i on from insur ance inte rm edi ari es 
and appl i cant s. Final l y, the NAIC tou ched on NIP R ’s Attachm ent War eho us e, which is a tool 
used by US  stat e insurance regul at ors to elect ro ni cal l y recei ve, stor e, and share licens i ng 
relat ed docum ent s. The Attachm ent War ehous e elim i nat es the need for appl i cant s to emai l or 
fax docum ent s to insuran ce regul at ors.  

While a long -term proj e c t, the NAIC ref eren ced t he devel opm ent o f recom m endat i ons for the 
incorporat i on of AI in the NAIC Market Info rm at i on Syst em s. These reco m m endat i ons focus 
on revi ewi ng th e coll e ct i on of exist i ng data, empl oyi ng more rigorous st at i s t i cal techni ques to 
asses s pr edi ct i v e accu ra c y of curr ent an al yt i cal t ool s, asses s i ng the ways AI could improve 
anal ys i s, and expl ori ng t he potent i al coll ect i on of addi t i onal data suit abl e for AI techni qu es. 

In the area o f  market co nduct , EIOPA explai ned that in the past it had experi m ent ed with an 
NLP tool to moni t or the sent i m ent of comm ent s about insurance made by consum ers in so ci al 
medi a. Whil e the tool pro vi ded some interes t i ng re sul t s and was used to sup port its supervi s ory 
work, 15 EIOPA event ual l y deci ded to stop using it given that it had some accuracy issues, fo r 
inst ance regardi ng th e ac curacy of th e trans l at i ons of diff erent l anguages sp oken in the EU, or 
to detect the irony of cert ai n comm ent s made in so ci al medi a plat form s.  
 
Current l y , EIOPA is dev el opi ng a tool to  supervi s e the unit -linked life insurance mark et by 
anal yzi ng  the key in form at i on docum ent s (KID) of unit -linked life insuran ce produ ct s sold in 
the EU. In coll abor at i on with a third- part y provi der, EIOPA will use a web scrapi ng tool to 
creat e a dat abas e / reposi t ory of KIDs which insura nce und ert aki ngs are req ui red to publ i s h on 
thei r websi t es. Subseque nt l y, the inform at i on from these two -page r, stand ardi zed  info rm at i on 
docum ent s will be proces s ed and anal y zed  with th e help of NLP  tool s.  
 
It is wort h noti ng that, on ce establ i s hed, the upcom i ng European Singl e Access Point (ESAP) 16 
is expect ed to faci l i t at e acces s to the KID s , since it will provi de a cent ral i ze d  acces s to publ i cl y 
avai l abl e inform at i on of relevan ce to finan ci al ser vi ces, capi t al mar ket s an d sust ai nabi l i t y.  
 

C. Cybersecurity 
  
Whi l e not outl i ned as a speci fi c ar ea for fo cus ed i n -dept h discus s i on for the Works t re am, brief 
high- level updat es relat i n g to cybers ecuri t y were al so exchanged by works t r eam members. The 
NAIC highl i ght ed the cr eat i on of the Cybers ecuri t y Worki ng Group which will, among other 
things, focus on creat i ng a Cybers ecuri t y Inci den t Respons e Plan to assi s t US regul at ors in 
addres s i ng cybe rs ecu ri t y inci dent s affe ct i ng licens ed insuran ce enti t i es.  FIO not ed its 
publ i cat i on in Sept em ber 2022 of a reques t for comm ent s  on a potent i al feder al insuranc e 
respons e to catas t rophi c cyber inci dent s. 17  

https://www.eiopa.europa.eu/publications/report-consumer-protection-issues-arising-sale-mobile-phone-insurance_en
https://www.eiopa.europa.eu/publications/report-consumer-protection-issues-arising-sale-mobile-phone-insurance_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0723
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0723
https://www.federalregister.gov/documents/2022/09/29/2022-21133/potential-federal-insurance-response-to-catastrophic-cyber-incidents
https://www.federalregister.gov/documents/2022/09/29/2022-21133/potential-federal-insurance-response-to-catastrophic-cyber-incidents
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2023 of the Nati onal Cybersecu ri t y Strat egy, one of the strat egi c object i ves of which is to 
expl ore a potent i al fed er al insurance respons e to catas t rophi c cybe r inci dent s to US crit i cal 
infras t ruct ur e. 18 
 
EIOPA highl i ght ed the 2020 Guidel i nes on ICT securi t y and govern ance, 19 appli cabl e as of 
July 2021. EIOPA indicat ed its cooperat i on with Member Stat es, the European Commiss i on, 
and other stakehol d ers on the prepa rat i on for the ad opt i on of the Digital Oper at i onal Resi l i ence 
Act (DORA) 20 introduci ng new ICT secu ri t y and go verna nc e requi rem ent s in the EU financi al 
servi ces se ct or .  
 
 
III.  Conclusion and Next Steps 

A common them e emergi ng in both the US and the EU is the impl em ent at i on of a risk- based 
supervi s ory app roach ove r insurers ’ use o f AI/ML, which will allow fo r the g rowt h of insur ers ’ 
use of AI/ML whil e pro vi di ng the appropri at e level of consum er prot ect i on. Furt her, US and 
EU supervi s ors agreed on the import ance of furt her discus s i ng other relevant innovat i ve 
devel opm ent s taki ng place in the insurance sect or.  Workst ream members therefor e agr eed to 
the foll owi ng duri ng 2023/2024: 

• Discussi ng ongoi ng regul at ory devel opm ent s af fec t i ng insurers ’ use of big data AI/ML 
and the import an ce o f de vel opi ng adequat e  gove r nance, risk manag em ent, and cont rol s 
by insurers ;  

• Discussi ng regul at ory an d supervi s ory init i at i ves to enhance the digi t al ope rat i onal and 
cyber resi l i ence o f insure rs;  

• Discussi ng devel opm ent s in the area of open insurance, both privat e led an d publ i c led 
init i at i ves; and  

• To the extent time perm i t s and new dev el opm ent s emerge, c ont i nui ng to exchange on  
other init i at i ves devel ope d by supervi s ory authori t i es in the EU and the US  in the ar e a 
of innovat i on and digi t al finance,  as appl i cabl e.  
 
 

 
18 White Ho u se, Fact Sh ee t: Bid en -⁠Harris Administration Announces National Cybersecurity Strategy, news 
r e le a se (Mar ch 2, 2023), http s://www.wh ite h o u se.go v/brie f ing- room/state m e n ts -rele a se s/2023/03/02/fact -shee t -
bid e n- har r is -adm in istr a tio n -ann o u n c e s -natio n a l -cyb e r se c u r ity -str a te g y/ . 

https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/
https://www.eiopa.europa.eu/publications/guidelines-information-and-communication-technology-security-and-governance_en
https://www.eiopa.europa.eu/publications/guidelines-information-and-communication-technology-security-and-governance_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0595
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0595

