May 2024
Protecting Insurance Consumer Privacy and Security

State insurance regulators are dedicated to ensuring that insurers, agents, and brokers protect highly sensitive
consumer financial and health information.

States have widely adopted insurance privacy protection laws, which regulators continually review and update to
ensure consumer data privacy is protected. State insurance regulators also continually upgrade data security
safeguards through standards, examinations, and model laws.

Any federal data privacy and security legislation should not undermine or preempt state insurance laws and
regulations so that insurance regulators can continue to work in the best interests of insurance consumers.

Background

State insurance regulators have long been committed to ensuring that policyholders’ information is protected from
unauthorized use and disclosure and periodically make changes to relevant laws and regulations to keep pace with
evolving technology. All states have adopted the NAIC’s Privacy of Consumer Financial and Health Information
Regulation, which was drafted in response to Gramm-Leach-
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