
Cybersecurity Vulnerability Response Plan 

 

OVERVIEW 

Cyber vulnerabilities have become increasingly prevalent and significant as cybercriminals seek 
to exploit vulnerabilities to breach a company’s information technology (IT) security defenses. 
Conducting a preliminary investigation of possible exposure to these vulnerabilities as they arise 
can help financial regulators evaluate the operational resiliency of their groups/domestic 
insurance companies and determine whether a cyber event has occurred that would require 
further investigation. 

However, it is important to note that reported vulnerabilities do not necessarily indicate a 
cybersecurity breach that would trigger formal notifications and consumer protection 
requirements, as companies should be addressing vulnerabilities before they can be exploited. 
As such, many states assign the responsibility for investigation of significant reported 
vulnerabili-financial analysis inquiry 

where appropriate. Recent examples of such vulnerabilities include the Microsoft Exchange 
Server weaknesses, the SolarWinds remote code execution vulnerability, and the Qualys cloud 
storage vulnerability. Vulnerabilities include threats to the company’s internal systems, as well 
as breaches at third parties that host, or have easy access to, company confidential data. 

The primary purpose of this document is to guide examiners and/or analysts through the ad-hoc 
inquiry that may be necessary when a cybersecurity exposure or vulnerability has been identified 
or alleged in the period between full-scope examinations. It is, however, up to those examiners 
or analysts to use sound professional judgement when deciding to undertake such inquiries. 

The results of the ad-hoc inquiry may warrant additional investigation, which could include calling 
a targeted examination, performing interim work, and/or follow-up on recommendations by the 
department analyst. If additional investigation is warranted, examiners should consult Exhibit C 
– IT Work Program in the Financial Condition Examiners Handbook to identify relevant 
procedures.  

If, after investigating potential vulnerabilities, the domestic/lead state determines that a 
cybersecurity breach has occurred, information on the breach should be promptly shared with 
market conduct regulators and other affected states in accordance with existing regulatory 
guidance. Protocols in the Market Regulation Handbook can then be used in situations where a 
breach has occurred, specifically the post-breach checklist in Addendum A to 
Operations/Management Standard 17 Chapter 20 – General Examination Standards. 



Terms & Definitions 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf


 
Investigations related to significant vulnerabilities are typically viewed as following up on 
financial exam work to assess IT security controls. As such, it is recommended that 
financial regulators take the lead in addressing 



appropriate steps to 



e. Has the insurance company taken steps to investigate its systems and logs for 
exploitation, persistence, or evidence of lateral movement? If so, has the 
insurance company remediated any identified exploitation or persistence and 
investigated its environment for indications of lateral movement? 

See Exhibit C DSS 05.07 
 

3. For vulnerabilities derived from breaches at insurer third parties:  
a. Was company data exposed, or does the third party have easy access to your 

data? 
b. Has access been restricted? 
c. What steps have been taken to mitigate the risk that your data was exposed? 
d. What communication has taken place? 
e. Has the insurance company addressed this issue with its third-party service 

providers, if applicable? 
See Exhibit C ITPQ Question #3 
 



Conclusions & Next Steps 

 

 

 

 

Additional Resources 

Cyber Alerts & Bulletins: 


