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Why CEJ Works on Insurance Issues 
 
Insurance Products Are Financial Security Tools Essential for 
Individual and Community Economic Development :   
 
CEJ works to ensure fair access  and fair treatment  for insurance 
consumers, particularly for low- and moderate-income consumers.   
 
Insurance is the Primary Institution to Promote Loss 
Prevention and Mitigation, Resiliency and Sustainability:    
 
CEJ works to ensure insurance institutions maximize their role in 
efforts to reduce loss of life and property from catastrophic events 
and to promote resiliency and sustainability  of individuals, 
businesses and communities. 
 ��
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Personal Consumer Information in Big Data 

�x Telematics ï Auto, Home, Wearable Devices 
�x Social Media 
�x Shopping Habits/Purchase History 
�x Hobbies and Interests 
�x Demographics/Household Data/Census Data 
�x Government Records/Property Records 
�x Web/Mobile Phone Tracking/GPS/Data Harvesting 
�x Vehicle Registration and Service Records 
�x Facial Analytics 
�x Mainstream Credit Files:  Loans, Credit Cards 
�x Alternative Credit Data:  Telecom, Utility, Rent Payment 

 
Sources of Data include consumers (via telematics or wearable 
devices), government, social media platforms, web sites, mobile 
devices, e-mail/text, data brokers, online data aggregators, 
aircraft/satellite photos and many others. 
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Big Data vs. Artificial Intelligence vs. Machine Learning 

Artificial Intelligence:  Machines carrying out tasks based on 
algorithms that mimic cognitive functions of humans.  General AI ï 
a human brain ï versus Narrow AI ï a specific function.  AI started 
in 1956. 
Machine Learning:  A subset of AI -- ability of machines to receive a set 
of data and learn for themselves, changing algorithms as they learn more 
about the information they are processing. 

Widespread Machine Learning is new, powered by greater computational 
power and more data and more speed.  Greater computational power 
means ability to analyze data in a timely fashion.  More data provides 
raw material for machines to learn ï e.g., facial recognition.  More speed 
ï internet ï means the ability to collect data and deploy algorithmic 
results in real time. 

Human ïdesigned algorithms vs. machine-developed algorithms. 
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What’s So Big about Big Data? 
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Personalization 
Customers always like personalized and relevant insurance experiences 
that would match their requirements and expectations. Insurers face the 
challenge of assuring digital communication with their customers to meet 
these demands. Highly personalized and relevant insurance experiences 
are guaranteed with the help of artie 1  я і  D_  m
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Big Data Example 1:  Predicting Opioid Abuse 

Wall Street Journal, December 13, 2018: “Cigna's Algorithms Aim to 
Predict Opioid Abuse:  Machine learning and predictive analytics is 
helping the health insurance company identify customers likely to 
overdoseò 
Cigna Corp. is using artificial intelligence to predict whether patients 
might abuse and or overdose on prescription opioids as part of the 
company's commitment to reducing the substance's use among its 
consumers, said Mark Boxer, executive vice president and global chief 
information officer. 
 
Cigna's proprietary algorithms are aided by the use of machine learning, 
a subfield of artificial intelligence that refers to the science of getting 
computers to act intelligently without being explicitly programmed. 
 
A combination of16 datasets are used to inform the algorithms, including 
data about patients' behavioral health claims, chronic disease history and 
interactions with pharmacies. The algorithms were built with the help of 
in-house staff. Over the past few years, Cigna has hired more than 1,000 
data scientists, software engineers and analytics experts, Dr. Boxer said. 
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Big Data Example 2:  Willis Towers Watson RADAR 
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ñWhat Radar can do for youò1 

ñProvide flexible management information 

Enable informed pricing strategy development underpinned by robust analysis of 
alternatives 

Model the impact of potential pricing decisions on volume, profitability and other 
performance metrics 

Highlight weaknesses and cross-subsidies in current pricing structures 

Reduce the risk of pricing anti-selection 

Allow sophisticated competitor monitoring and analysis 

Enable sophisticated demand-based price modeling founded on real world, practical 
business constraints 

Support real-time decision making 

Align the pricing and marketing functions through common value metrics and 
behavioral models 

Deliver data and graphic-rich management information that is fully customizableò 
��������������������������������������������������������������������������������������������������
�������K�W�W�S�V�������Z�Z�Z���Z�L�O�O�L�V�W�R�Z�H�U�V�Z�D�W�V�R�Q���F�R�P���H�Q���8�6���6�R�O�X�W�L�R�Q�V���S�U�R�G�X�F�W�V���U�D�G�D�U��
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ñRadar Base 

Radar Base provides powerful management information that you can use 
to develop business plans and summarize results of risk modeling and 
competitor analysis. With Radar Base, you can test the effectiveness of 
new prices through scenario modeling, extracting maximum value from 
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Radar Pricing Software 4.5 Tests Fairness 

The new release emphasizes pricing transparency, giving insurers tools 
to measure fairness in their pricing models and fulfill their commitment to 
giving customers clear and fair information. 

ñIncreasing regulatory pressure to demonstrate transparency in pricing 
means insurers must work out the best way to define, monitor and exhibit 
fairness.   

ñThis latest release of Radar gives insurers the tools they need to 
measure fairness in their pricing models and deliver on their commitment 
to give customers clear and fair information so they can make the right 
decision.ò 

Radar 4.5 includes an evaluation library component to help insurers 
assess their pricing choices against several measures of fairness, such 
as fairness through unawareness, the quota system and conditional 
group parity, and determine whether or not their prices adhere to or 
violate any of those particular metrics within their portfolio, Willis Towers 
Watson reports. Other updated features of Radar include further 
enhancements to the elastic net machine learning method that the 
solution uses. 
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The full Willis Towers Watson Radar product suite comprises the Radar 
Base modeling and reporting environment, Radar Dashboard for sharing 
pricing management information across the organization, and Radar 
Optimizer for price optimization and Radar Live for rate delivery. 

All the solution setôs components are fully integrated with Emblem, which 
fits predictive models rapidly to very large and complex data sets to 
reveal the underlying pattern; and Classifier, which provides detailed 
categorization and assessment of risk by geography, according to the 
vendor. 
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Facial Analytics is one emerging technology that may be used to verify 
smoker status, BMI, other diseases and reduce the sentinel effect 
Technological advances allow the combining of facial analytics with 
constantly evolving bio-demographic data to provide insurers with more 
insight, speed and accuracy than ever before. 
While insurance companies have traditionally used chronological age for 
estimating lifespan, this technology provides a new, scientifically proven 
method of forecasting mortality based on estimates of the rate at which 
someone is aging.  As no two people age at the same rate, by taking 
each userôs individual traits into account, facial recognition provides more 
realistic and reliable results. 
� � � �
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AINow, “Discriminating Systems:  Gender, Race and Power in AI”3 

The use of AI systems for the classification, detection, and 
prediction of race and gender is in  urgent need of re-evaluation.  

The histories of órace scienceô are a grim reminder that race and gender 
classification based on appearance is scientifically flawed and easily 
abused. Systems that use physical appearance as a proxy for character 
or interior states are deeply suspect, including AI tools that claim to 
detect sexuality from headshots, predict ócriminalityô based on facial 
features, or assess worker competence via ómicro-expressions.ô  Such 
systems are replicating patterns of racial and gender bias in ways that 
can deepen and justify historical inequality. The commercial deployment 
of these tools is cause for deep concern. 
� � � �

��������������������������������������������������������������������������������������������������
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“Facing Up to Bias in Facial Recognition,” American Banker 4 

Last week the American Civil Liberties Union demanded that Amazon 
stop selling its Rekognition program to government agencies and police 
departments. The ACLU said the technology is flawed and that it is 
worried law enforcement agencies will use the system to track protesters 
and immigrants. 
 
Recent studies have shown facial recognition systems tend to have 
higher error rates for women and minorities than white men. 

Antony Haynes, associate dean for strategic initiatives and information 
systems at Albany Law School, pointed out that all artificial intelligence 
systems have the potential for bias.  

ñOne assumption we make as human beings is that putting something in 
software makes it somehow objective or neutral or unbiased,ò he said. 
ñThat couldnôt be further from the truth because a human being has to 
write the software, provide the training data, and tell the system when it 
succeeds or fails.ò 
��

��������������������������������������������������������������������������������������������������
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Big Data Example 4:  Genetic Information 

SwissRe SONAR 2019 

The major challenge for life insurers is to obtain adequate and risk-
relevant information during the underwriting process, since existing 
regulation was mostly enacted before the widespread distribution of 
direct-to-consumer (DTC) genetic tests. Generally, regulation disallows 
the use of genetic information in underwriting life insurance.5 This raises 
the prospect of more customers at higher risk of disease or mortality 
applying for life insurance, leading to adverse selection. Customers in 
the know may also fear being denied life cover due to some genetic 
conditions, leading the insured to withhold such information from the 
insurer.  
Regulation that stimulates genetic information asymmetry will 
significantly impact insurersᾷ ability to offer attractively priced coverage, 
and may challenge the way in which insurance risk is considered and 
managed. Insurers must be able to evaluate relevant consumer 
information when underwriting, and that includes risk-relevant data from 
genetic tests.  

��������������������������������������������������������������������������������������������������
�������1�R�W���L�Q���W�K�H���8���6����
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From the Position Paper on Genetic Information   
U.S. Council for Responsible Genetics from 1996. 

 
Unlike infectious diseases, genetic conditions exist at a fairly stable 
incidence in our society. There is no epidemic of genetic conditions. 
Thus, they are already reflected in the actuarial tables used by insurers 
to establish rates. It is misleading for insurers to suggest that their 
financial solvency will be jeopardized if they are obligated to insure 
people at risk for genetic conditions. In fact, insurers have always 
insured people at risk for genetic conditions. 
 
The insurance industry has offered no compelling reason to specifically 
exclude this group from the insured pool now. Early identification of risk 
status may actually lead to insurer cost savings as a result of 
preventative care and longer life spans during which premiums can be 
collected. 
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Recent developments in human genetic science and the technology of 
testing are not identifying new costly diseases which were not previously 
accounted for by the insurance industryôsô actuarial data. Rather, these 
developments are only facilitating the identification of those individuals 
who carry disease-associated genes at earlier times; many of these 
people will never have a related illness, or will experience a lifetime of 
the asymptomatic, presymptomatic or minimally symptomatic phases of 
the condition. It is not, therefore, the cost of financing the care of genetic 
conditions which is driving the call for access and inclusion of genetic 
information in insurance practices. There is no reason for insurers to 
begin to use this new predictive information now, merely because it is 
availableþᴀ
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GENETIC DISCRIMINATION SETS A DANGEROUS PRECEDENT 

Genetic testing is not only a medical procedure.  It is also a way of 
creating social categories. As a basic principle, we believe that people 
should be evaluated based on their individual merits and abilities, and 
not based on stereotypes and predictions about their future performance 
or health status. ln most cases, genetic testing can only reveal 
information about probabilities, not absolute certainties. We believe that 
individuals should not be judged based on stereotypes and assumptions 
about what people in their class or status are like.  Insurance or 
employment practices which employ these stereotypes in underwriting 
inadvertently reinforce them in other arenas as well. 
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There is a strong public policy precedent for avoiding the negative social 
consequences of such a practice. For example, statistics demonstrate 
that African Americans do not live as long asĿ Americans of Northern 
European descent, even when one controls for socio-economic factors. 
And yet no life insurance company in the country rates applicants 
differentially on the basis of race. To do so would violate deeply held 
community values about equality and equal access.  Skin color, like 
other genetic traits, is mediated by genes. These lie entirely outside the 
individual's control. Whereas individuals can exercise choices about 
whether to smoke, how much exercise they get, and how much fat is in 
their diets, they cannot change the contents of their genes. To make 
employment or insurance decisions on the basis of genetic 
characteristics determined at the moment of conception is to discard 
cherished beliefs in justice and equality.  
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Big Data Example 5:  Aerial Photography at Granular Detail 

Geospatial Intelligence Center6 

ñOur Metro-Maps collection is based on versatile, high-resolution aerial 
systems and offer deep insight into top US metropolitan areas through 
7.5cm GSD vertical and 360Á oblique views. Mobile mapping sensors 
provide street-level intelligence through 360Á imagery along with 
elevation data produced through high-density point clouds. Collections 
are repeated on an annual basis and more frequently for high growth 
locations.ò 
 
Keener Insight Into Property Conditions 
The GIC offers the most comprehensive, diverse and detailed imagery 
collection along with tools and analytics for keener insight into property 
condition. Combined with historical data of a surrounding area, predictive 
analysis can be made for deeper understanding of underwriting risk.  The 
result is streamlined underwriting, allowing you to better serve your 
customers while reducing operating costs. 

��������������������������������������������������������������������������������������������������
������http://geointel.org/annual-imagery-program/��
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Rapid & Effective Disaster Response 

GIC high-resolution aerial imagery is rapidly accessible to first 
responders, humanitarian organizations, and federal and state agencies, 
providing them with actionable insight into the situation on the ground. 
Funded by the GIC consortium of insurers, this support is provided to 
help responders assist those in need and save lives during and after 
disaster  
The GIC is a National Insurance Crime Bureau (NICB) initiative in 
partnership with Vexcel Imaging that is focused on building a national 
database of high resolution imagery to be used by its member 
companies that write almost 80 percent of all property/casualty insurance 
and over 94 percent of all auto insurance in the country, as well as public 
sector and non-governmental organizations. The Geospatial Intelligence 
Center has previously mapped the areas hardest hit by hurricanes and 
disasters and those views are also available through the web map portal. 
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Big Data Example 7:  Carpe Data 

Using proprietary algorithms and proven AI, Carpe Data harnesses the 

U



 
Birny Birnbaum 34 IRED CDS 
Center for Economic Justice Big Data, Insurance Pricing & Claims Settlement August 19, 2019 

Carpe Data  Claims Activity – How It Works 

Pictured in Valentineôs Day swing dance at local restaurant site  
 
Noted on neighborhood blog as winning the Easter Egg Roll contest  
 
Posted about enjoying a big family picnic  
 
Finishing time in the Turkey Trot 5K 

Next Generation Indexes 

A suite of indexes targeting dimensions of risk that can be tuned by 
segment and location. 

Cleans and normalizes data that can be sparse, noisy, biased, 
unstructured, or redundant. 
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Claims Director 

Improve claims triage with our fraud analytics scoring system  

ClaimDirector uses industry-based rules to analyze claims and identify 
fraud indicators. It then calculates a score to help adjusters decide 
whether to process a claim or triage it for investigation. SIU teams can 
use the solution to uncover potential fraud and explore suspect factors. 
The solution uses advanced algorithms to determine the likelihood of 
claims fraud: 

�x Compares claims to 1.3 billion records in ISO ClaimSearchÈ plus 
NICB data 

�x Evaluates claims by type, line of business, loss date, and loss type 
�x Provides scores for both claim and entity 
�x Revises scores in real time as claims are updated 
�x Customizes claims triage based on company preferences 
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Given that ML systems (including facial recognition systems) can 
produce biased output, how should society treat them? Remember that, 
often, the choice is not between algorithmic output and perfection but 
between algorithmic decisions and human onesðand humans are 
demonstrably biased, too. That said, there are several reasons to be 
wary of the "algorithmic" approach. 

One reason is that people put too much trust in computer output. Every 
beginning programmer is taught the acronym "GIGO:" garbage in, 
garbage out. To end users, though, it's often "garbage in, gospel out"ðif 
the computer said it, it must be so. (This tendency is exacerbabomputer)n d oystems "oecysi y do bompunt ta for Dhe)rpperf )re
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The second reason for caution is that computers are capable of doing 
thingsðeven bad thingsðat scale. There is at least the perceived risk 
that, say, computerized facial recognition will be used for mass 
surveillance. Imagine the consequences if a biased but automated 
system differentially misidentified African-Americans as wanted 
criminals. Humans are biased, too, but they can't make nearly as many 
errors per second. 
 
Our test, then, should be one called disparate impact. "Algorithmic" 
systems should be evaluated for bias, and their deployment should be 
guided appropriately. Furthermore, the more serious the consequences, 
the higher the standard should be before use. 

  



 
Birny Birnbaum 43 IRED CDS 
Center for Economic Justice Big Data, Insurance Pricing & Claim







 
Birny Birnbaum 46 IRED CDS 
Center for Economic Justice Big Data, Insurance Pricing & Claims Settlement August 19, 2019 

 

BuzzFeed News examined 27 cases around the country in which people 
were falsely charged with felonies based in whole or in part on evidence 
insurers provided to law enforcement. In Indiana, State Farm helped 
detectives craft an arrest warrant for a contractor who was charged with 
14 felonies. All charges were ultimately dropped when the evidence 
turned out to be deeply misleading ð but not before the insurance 
giantôs allegations had destroyed his business. In Georgia, a local 
prosecutor relied on lab tests provided by an insurer to charge a woman 
with arson, resulting in a three-year ordeal in which she ended up 
homeless, only to drop the charges when the test results proved 
unreliable. And in Wisconsin, a man spent nearly three years in prison 
based on now-discredited science used by an insurance investigator until 
his conviction was overturned. 
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Itôs impossible to say how often innocent customers are the victims of 
false charges, because much of the potential evidence is hidden from 
public view by the companies themselves. In one case, investigators at 
State Farm withheld several crucial reports contradicting their fraud 
allegations from the bundle of evidence they handed over the law 
enforcement. In another, a Farmers manager admitted under oath that 
there was an ñunwritten policyò within the company to withhold evidence 
from customers that could help prove their innocence. 

But by reviewing hundreds of court records from around the country, 
complaints filed with state regulators, and internal company records, and 
interviewing dozens of former insurance company employees, BuzzFeed 
News uncovered a system that has ensnared countless innocent people. 
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In Florida alone, state law enforcement received roughly 14,500 
suspected fraud referrals about homeowners and vehicle claims in the 
past five years ð the vast majority of them from insurance companies. 
Yet authorities determined that in more than 75% of the cases, there was 
not enough evidence to move forward with a criminal investigation. And 
regardless of whether fraud accusations turn out to be false, many sit in 
databases shared among insurers, where they can haunt people if they 
ever have to file another insurance claim. 
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NAIC Activities Related to Big Data and AI 
2016:  The Market Regulation and Consumer Affairs (D) Committee will:  
 
Explore insurersô use of big data for claims, marketing, underwriting and 
pricing. Explore potential opportunities for regulatory use of big data to 
improve efficiency and effectiveness of market regulation. If appropriate, 
make recommendations no later than the 2016 Fall National Meeting for 
2017 charges for the Committee to address any recommendations 
identified by the 2016 exploration.  
 
2017: The Big Data (D) Task Force will:  
A. Review current regulatory frameworks used to oversee insurersô use 
of consumer and non-insurance data. If appropriate, recommend 
modifications to model laws/regulations regarding marketing, rating, 
underwriting and claims, regulation of data vendors and brokers, 
regulatory reporting requirements, and consumer disclosure 
requirements. 
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B. Propose a mechanism to provide resources and allow states to share 
resources to facilitate statesô ability to conduct technical analysis of and 
data collection related to statesô review of complex models used by 
insurers for underwriting, rating, and claims. Such mechanism shall 
respect and in no way limit statesô regulatory authority. 
 
C. Assess data needs and required tools for regulators to appropriately 
monitor the marketplace and evaluate underwriting, rating, claims, and 
marketing practices. This assessment shall indi2 ᴀMҏᴐἠ

understanding of currently av able data and tools and 
recommendations for additional data and tools as appropriate. Based 
upon this assessment, propose a means to collect, house, and analyze 
needed data. 
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2017: The Innovation and Technology (EX) Task Force will:  
A. Provide a forum for the discussion of innovation and technology 
developments in the insurance sector, including the collection and use of 
data by insurers and state insurance regulatorsðas well as new 
products, services and distribution platformsðin order to educate state 
insurance regulators on how these developments impact consumer 
protection, insurer and producer oversight, marketplace dynamics, and 
the state-based insurance regulatory framework.  
 
B. Develop regulatory guidance, white papers, model laws and/or 
regulations, or make other recommendations to the Executive (EX) 
Committee, as appropriate.  
 
C. Discuss regulatory issues that arise with the development of 
autonomous vehicles; study and, if necessary, develop 
recommendations for changes needed to the state-based insurance 
regulatory framework; consider development of a white paper or model 
legislation, if necessary.  
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D. Discuss emerging issues related to on-demand insurance 
applicationsðin addition to potential implications on the state-based 
insurance regulatory structureðincluding, but not limited to, 
cancellations, nonrenewals, coverage issues, notice provisions and 
policy-delivery requirements.  
 
E. Coordinate with other NAIC committees and task forces, as 
appropriate, on technology and innovation issues.  
 
2019:  The Market Regulation and Consumer Affairs (D) Committee will 
review state insurance privacy protections regarding the collection, use, 
and disclosure of information gathered in connection with insurance 
transactions and make recommended changes, as needed, to certain 
NAIC models, such as the Insurance Information and Privacy Protection 
Model Act (#670) and the Privacy of Consumer Financial and Health 
Information Model Regulation (#672) by the 2020 Summer National 
Meeting.  
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Insurers’ / Producers’ Use of Personal Consumer Data – 
the Role of Supervisors 

��

Step 1:  Establish Values and Principles 

ñBefore we choose our tools and techniques, we must first choose or 
dreams and values, for some tools serve them while others make them 
unobtainable.ò  Tom Bender 
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CEJ’s Principles/Values for Ethical AI 

�x Cost-Based Pricing:  Protect insurer financial condition, provide 
proper investment risk / mitigation benefit price signals, fair treatment 
of consumers entering into contracts of adhesion  
 

�x Loss Prevention / Mitigation / Sustainability / Resilience:  Enhance, 
not undermine the loss prevention potential of insurance 
 

�x Risk Pooling:  Protect risk diversification, availability and affordability 
of insurance 
 

�x Availability / Affordability ï Address the protection gap for low- and 
moderate-income consumers and small businesses.  Most important 
tool for individual, business and community recovery and resilience. 
 

�x Fair Competition ï Antitrust enforcement "
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�x Fair Competition ï Empower consumers by more symmetric sharing 
of information between insurers and consumers 
 

�x Digital Rights ï consumer ownership and consent to identified uses, 
protection of consumer data, contestability, disclosure of and 
remediation following data breaches 
 

�x Transparency, Explainability and Accountability ï ethical and 
accountable algorithms 
 

�x Regulatory and Legal Compliance ï compliance with the letter of and 
the intent of the law 

� � � �
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Values to Guide Ethical Use of AI 

Artificial Intelligence:  Australia’s Ethics Framework11 

Core Principles for AI 

1. Generate Net-Benefits 
2. Do No Harm 
3. Regulatory and Legal Compliance 
4. Privacy Protection 
5. Fairness 
6. Transparency and Explainability 
7. Contestability 
8. Accountability 

  

��������������������������������������������������������������������������������������������������
��������https://consult.industry.gov.au/strategic-policy/artificial-intelligence-ethics-framework/��
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Values to Guide Ethical Use of AI 

Transatlantic Consumer Dialogue 

 

Resolution on Fintech:  http://tacd.org/wp-
content/uploads/2018/11/TACD_resolution_fintech_final.pdf 
 
Resolution on Competition, Privacy and Consumer Welfare:  
http://tacd.org/wp-content/uploads/2018/12/TACD-
Resolution_Comp_Dec2018_final.pdf 
 
European Commission Consultation:  FinTech ïA more competitive and 
innovative European Financial Sector 
http://tacd.org/wp-content/uploads/2017/06/TACD-response-to-the-
European-Commission-consultation-on-Fintech.pdf 
��

�� ��
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New York Department of Financial Services Guidance to Insurers: 

ñUse of External Consumer Data and Information Sources in 
Underwriting for Life Insuranceò12 

ñFollowing reports of the emergence of unconventional sources or types 
of external data available to insurers, including within algorithms and 
predictive models, the New York State Department of Financial Services 
(ñDepartmentò) commenced an investigation of insurersô underwriting 
guidelines and practices in New York related to the use of external data 
in underwriting for life insurance. 

ñFor purposes of this Circular Letter, external data includes any data or 
information sources not directly related to the medical condition of the 
applicant that is used ï in whole or in part ï to supplement traditional 
medical underwriting, as a proxy for traditional medical underwriting, or 
to establish ñlifestyle indicatorsò that may contribute to an underwriting 
assessment of an applicant for life insurance coverage. 

  

��������������������������������������������������������������������������������������������������
���������K�W�W�S�V�������Z�Z�Z���G�I�V���Q�\���J�R�Y���L�Q�G�X�V�W�U�\�B�J�X�L�G�D�Q�F�H���F�L�U�F�X�O�D�U�B�O�H�W�W�H�U�V���F�O���������B������
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ñThe Department fully supports innovation and the use of technology to 
improve access to financial services. Indeed, insurersô use of external 
data sources has the potential to benefit insurers and consumers alike by 
simplifying and expediting life insurance sales and underwriting 
processes. External data sources also have the potential to result in 
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Second, the use of external data sources is often accompanied by a lack 
of transparency for consumers. Where an insurer is using external data 
sources or predictive models, the reason or reasons for any declination, 
limitation, rate differential or other adverse underwriting decision 
provided to the insured or potential insured should include details about 
all information upon which the insurer based such decision, including the 
specific source of the information upon which the insurer based its 
adverse underwriting decision. 
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Unfair Discrimination 

Based on its investigation, the Department has determined that insurersô 
use of external data sources in underwriting has the strong potential to 
mask the forms of discrimination prohibited by these laws. Many of these 
external data sources use geographical data (including community-level 
mortality, addiction or smoking data), homeownership data, credit 
information, educational attainment, licensures, civil judgments and court 
records, which all have the potential to reflect disguised and illegal race-
based underwriting that violates Articles 26 and 42. 

Other models and algorithms purport to make predictions about a 
consumerôs health status based on the consumerôs retail purchase 
history; social media, internet or mobile activity; geographic location 
tracking; the condition or type of an applicantôs electronic devices (and 
any systems or applications operating thereon); or based on how the 
consumer appears in a photograph. At the very least, the use of these 
models may either lack a sufficient rationale or actuarial basis and may 
also have a strong potential to have a disparate impact on the protected 
classes identified in New York and federal law. 
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In light of the Departmentôs investigation and findings, the Department is 
providing the following principles that insurers should use as guidance in 
using external data sources in underwriting. 

First, an insurer should not use an external data source, algorithm or 
predictive model in underwriting or rating unless the insurer has 
determined that the external tools or data sources do not collect or utilize 
prohibited criteria. An insurer may not simply rely on a vendorôs claim of 
non-discrimination or the proprietary nature of a third-party process as a 
justification for a failure to independently determine compliance with anti-
discrimination laws. The burden remains with the insurer at all times. 

Second, an insurer should not use an external data source, algorithm or 
predictive model in underwriting or rating unless the insurer can establish 
that the underwriting or rating guidelines are not unfairly discriminatory in 
violation of Articles 26 and 42. In evaluating whether an underwriting or 
rating guideline derived from external data sources or information is 
unfairly discriminatory, an insurer should consider the following 
questions: 
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(1) Is the underwriting or rating guideline that is derived, in whole or in 
part, from external data sources or information supported by generally 
accepted actuarial principles or actual or reasonably anticipated   w h o l e  o r  ed poy adin  ant ac opi
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Data, algorithms, and models that purport to predict health status based 
on a single or limited number of unconventional criteria also raise 
significant concerns about the validity of such models. 

An insurer may establish guidelines and practices to assess an 
applicantôs health status and identify individuals at higher mortality risk if 
based on sound actuarial principles or if related to actual or reasonably 
anticipated experience. However, the data, algorithms, and predictive 
modeling used by the insurer must comport with the principles set forth 
above and all other relevant requirements in federal and New York law. 
An insurer may not rely on external data or external predictive algorithms 
or models unless the insurer has determined that the external data or 
predictive model is otherwise permitted by law or regulation and is based 
on both sound actuarial principles or experience and a valid explanation 
or rationale.��
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Consumer Disclosure/Transparency 

Transparency is an important consideration in the use of external data 
sources to underwrite life insurance. Pursuant to Insurance Law Ä 
4224(a)(2), insurers must notify the insured or potential insured of the 
right to receive the specific reason or reasons for a declination, limitation, 
rate differential or other adverse underwriting decision. An adverse 
underwriting decision would include the inability of an applicant to utilize 
an expedited, accelerated or algorithmic underwriting process in lieu of a 
traditional medical underwriting. Where an insurer is using external data 
sources or predictive models, the reason or reasons provided to the 
insured or potential insured must include details about all information 
upon which the insurer based any declination, limitation, rate differential 
or other adverse underwriting decision, including the specific source of 
the information upon which the insurer based its adverse underwriting 
decision.  
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An insurer may not rely on the proprietary nature of a third-party vendorôs 
algorithmic processes to justify the lack of specificity related to an 
adverse underwriting action. Insurers must also provide notice to and 
obtain consent from consumers to access external data, where required 
by law or regulation. The failure to adequately disclose the material 
elements of an accelerated or algorithmic underwriting process, and the 
external data sources upon which it relies, to a consumer may constitute 
an unfair trade practice under Insurance Law Article 24.  
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New York DFS Rule Regarding Use of Education and Occupation 

Insurance Regulation 150 

During this investigation, the superintendent learned that some, but not 
all, insurers in the state use an individualôs education level attained 
and/or occupational status in establishing initial tier placement. The 
insurersô consideration of these factors has resulted in cases where 
classes of insureds have been placed in less favorably rated tiers, which 
may lead to higher premiums, without adequate substantiation that an 
individualôs level of education attained and/or occupational status relates 
to his or her driving ability or habits such that the insurer would suffer a 
greater risk of loss. The insurers failed to provide sufficient support for 
the existence of the necessary relationship for the use of occupational 
status or any convincing evidence to support the necessary rela pĮҏԏנ nt. T ̾ ָָ!
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(iv) the insurer shall establish a group separate from its other 
occupational groups that contains homemakers and those insureds who 
have never been employed, which group shall be a neutral factor for 
impacting rates; 
 
(v) where the insuredôs initial tier placement is influenced by occupational 
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(e) Every insurer that uses education level attained and/or occupational 
status in accordance with this section as a factor in its multi-tier program 
shall provide a written notice acceptable to the superintendent at least 
annually to the first-named insured that conspicuously explains how an 
insured may notify the insurer or its agent of any update in the insuredôs 
education level attained and/or occupational status that would result in a 
reduction of premium. 
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Prevent Consumer Harm 

�x Establish guidelines for ethical collection, use, protection of personal 
consumer data 

�x Establish guidelines for ethical algorithm development and use 
�x Promote / celebrate best practices / outcomes consistent with core 
values 

Redress Consumer Harm 

�x Identify consumer harm resulting from inappropriate use of consumer 
personal information / big data algorithms / machine learning / AI 

�x Stop harmful practices / remediate consumer harm 
Operationalize 

�x Identify and secure necessary human and digital resources 
��

� � � �
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Ethical Algorithms: 
Minimizing Disparate Impact in Insurance Models 

 
One Tool:  Consider Prohibited Risk Classes in Model Development 
Step 1:  Include race, religion and national origin – or proxies for 
these characteristics if actual i ndividual characteristic unknown – 
as independent variables – control variables – in the model. 

By using the characteristics as independent variables in the development 
of the model, the remaining independent variablesô contribution (to 
explaining the dependent variable) is shorn of that part of their 
contribution that is a function of correlation with the prohibited 
characteristics.  For the independent variables other than race, religion 
and national origin, what remains is a more accurate picture of the 
remaining independent variablesô contribution to the target outcome. 
Step 2:  Omit race, religion and national origin when the model is 
deployed. 
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New York Times, August 10, 2015:  Algorithms and Bias: Q. and A. With 
Cynthia Dwork 
 

Q: Some people have argued that algorithms eliminate discrimination 
because they make decisions based on data, free of human bias. 
Others say algorithms reflect and perpetuate human biases. What do 
you think? 
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Illustration of One Technique to Minimize Disparate Impact 
 
Letôs create a simple model to predict the likelihood of an auto claim: 

 
b0 + b1X1 + b2X2 + b3X3 + e = y 

 
Say that X1, X2 + X3 are miles driven, driving record and credit score and 
we are trying to predict y ï the frequency of an auto claim. 
 
Letôs assume that all three Xs are statistically significant predictors of the 
likelihood of a claim and the b values are how much each X contributes 
to the explanation of claim.   
 
b0 is the ñinterceptò ï a base amount and e is the error term ï the portion 
of the explanation of the claim not provided by the independent 
variables. 
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What Happens When We Explicitly Consider A Variable For Race? 
 

b0 + b1X1 + b2X2 + b3X3 + b4R1+ e = y 
 
R1 is a control variable ï by including race in the model development, the 
correlation of the Xs to race is statistically removed and the new b values 
are now the contribution of the Xs, independent of their correlation to 
race, to explaining the likelihood of a claim 
 
When the model is deployed, the variable for race is removed ï the Xs 
remain, but the b values now minimize disparate impact. 
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Why is a Statistical Test for Disparate Impact Consistent with 
Actuarial Justification Used by Insurers? 

 

Actuarial justification is a statistical test ï that a particular characteristic 
of the consumer, vehicle, property or environment is correlated with a 
particular outcome, like pure premium (average claim cost).  The same 
statistical test can be used to evaluate and minimize disparate e same 

ed to evctificp20me 20curance Pr ž ᵐ ҿ ҏ ᵐ ҿ ү ᴀ M ᵐ ӿ ar#parate Im`act Coᶰ
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Ethical Algorithms:  Reasonable and Necessary  
for Insurance Pricing and Claims Settlement Models 

 
1. Minimizes Disparate Impact ï Stop the Cycle of Perpetuating 

Historical Discrimination. 
2. Promotes Availability and Affordability for Underserved Groups 
3. Improves Cost-Based Insurance Pricing Models 
4. Improve Price Signals to Insureds for Loss Mitigation Investments 
5. Help Identify Biases in Data and Modelers / Improve Data Insights 
6. Improve Consumer Confidence of Fair Treatment by Insurers 
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Antitrust and Competition Concerns With Data Brokers and 
Vendors of Algorithms 
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