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Widespread use of internet and computer networks exposes businesses to a new type 
operational risk, cyber risk, which needs to be managed diligently. Efficacy of cyber 
risk management depends on both allocating sufficient resources to mitigate and 
utilizing cyber insurance policies to transfer this risk. While the cost of cybersecurity 
investments reflected in a firm’s short-term earnings immediately, the prevention 
benefits are difficult to quantify and spread over a long period. Managers, who are 
compensated heavily with stocks and stock options, have financial incentives delay 
investments in data security to report higher short-term earnings. Most board directors 
lack the tecnical expertise to monitor top management team’s cybersecurity-related 
decisions and alleviate such myopic behavior. As a corollary, firms rely heavily on 
insurance policies to manage cyber risk in today’s digital economy.

Although the increase in the number of insurers and premiums written suggests 
growth in the industry, cyber policies represent less than one percent of the insurance 
market. The increase in loss ratios, the decrease in available limits, and the imple-
mentation of more restrictive coverage suggest that it is getting more difficult to find 
cyber insurance and customers have to pay more for less coverage. More than half of 
all cyberattacks target small and medium size firms with almost sixty percent of them 
having to close their doors within six months of experiencing an incident. Since these 
firms not only create tax revenue but also supply products and services and provide 
jobs in their local communities, cyberattacks not only threaten their existence but also 
have severe consequences for consumers, wage earners, and the entire economy.

There are regulatory frameworks both in the United States and even more stringently 
in the European Union. These attempts, however, seem to fail negating the increasing 
trend in the number of cyberattacks. This study contributes to the cybersecurity literature 
and practice in several ways. First, it provides the most recent and comprehensive 
review of the different strands of cybersecurity literature. Second, it evaluates the 
current state of the cyber insurance market and elaborates on the issues related to 
the offering of these high-risk and expensive policies from the perspective of both 
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Introduction

Companies across industries have been using e-commerce at an increasing rate. 
While digital economy participants benefit from accessing larger consumer markets 
and increasing sales, they also collect and analyze their customers’, suppliers’, and 
employees’ personal information to successfully maneuver their operations in cyber-
space. Consequently, data have become one of the most valuable business assets 
to be managed and stored securely, making firms’ computer networks vulnerable to 
cyberattacks. Thus, today’s digital economy exposes all participants to a new type of 
operational risk, namely cyber risk. Cyber risk is a difficult-to-quantify risk category 
where the perception of risk diverges from the reality of risk (Eling & Zhu, 2018). An 
example of a cyber risk is a data breach, upon which the breached organization must 
warn those whose data was compromised and take steps to mitigate loss from the 
breach. 

Allocating sufficient financial resources to cyber risk management depends on the 
cost-and-benefit analysis (Gordon & Loeb, 2002; 2006a). This task is challenging since 
cyberattacks’ probability, timing, and severity involve high uncertainty (Schneier, 2008; 
Farahmand et al., 2013). This study focuses on the current state of cyber insurance and 
regulation. Specifically, we provide insights on cyber risk mitigation by investing in 
cybersecurity, risk transfer by purchasing cyber insurance, the problems associated 
with these two methods, and the potential role of regulatory intervention in alleviating 
these problems. 

The unique cost-benefit aspect of cybersecurity investments (Chai et al., 2011) 
makes justifying the measurable and explicit monetary costs against the immeasurable 
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Cyber liability insurance evolved from general liability insurance in the 1990s. By 2010, 
it had become mainstream and evolved to include both first-party and third-party 
losses. There are up to 15 separate insuring agreements in a cyber policy, with claims 
normally involving multiple insuring agreements (Coalition, 2023). Cyber insurance 
forms are not standardized and vary from carrier to carrier (Coalition, 2023). There 
are at least three problems associated with this method. 

First, the insurability of cyber risk may be problematic due to the interconnected 
nature of information security systems in cyberspace (Ogut et al., 2011; Beiner et al., 
2015; Eling et al., 2020). All firms adopt standard technologies, making them vulner-
able to the same incidents (Baer & Parkinson, 2007). Cyber incidents may be highly 
correlated between firms, violating the independence condition to insure against 
any risk (Ogut et al., 2011; Beiner et al., 2015). As a result, cyber insurance policies 
are high-risk products, which makes them challenging for insurance firms to price. 

Second, cyber insurance providers face adverse selection and moral hazard 
problems that stem from information asymmetries (Gordon et al., 2003b; Beiner et 
al., 2015). There is a strong possibility that firms with higher exposure to cyber risk 
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government in the U.S. introduced a new public law in 2017 to provide local and 
state officials, law enforcement officers, prosecutors, and judges with education on 
cyber and other related crimes, as well as methods for investigation and responding 
to cyberattacks.2 In 2018, all 50 states and the District of Columbia passed legislation 
requiring private and government entities to inform the public about cyberattacks.3 
Moreover, the New York State Department of Financial Services (DFS) cybersecurity 
regulation, which requires financial institutions to implement a cybersecurity program, 
became effective in 2017. The U.S. Securities and Exchange Commission’s (SEC’s) 
Office of Compliance Inspections and Examinations announced its Cybersecurity 
and Resiliency Observations report in 2020. This report discusses the importance of 
information security for the integrity of financial markets and customers’ data protection 
while drawing attention to the role of corporate boards and senior executives in 
developing and conducting risk management strategies and governance measures. 

Although these attempts show that the regulatory agencies recognize cybersecurity 
as a significant threat, their guidelines are not obligatory except for the disclosure 
requirement when a cyberattack occurs. From a regulatory standpoint, firms are encour-
aged to follow guidelines to develop and implement cybersecurity programs and to 
make announcements when they experience a breach. Understandably, over-sharing 
information regarding cybersecurity practices may render firms’ computer networks 
vulnerable to cyberattacks. In the current state, however, it is impossible to determine 
how much effort firms exert to prevent these incidents and how much they rely on 
insurance to transfer the risk. Market participants, especially consumers, are in the 
dark unless firms voluntarily share information, especially after a data breach.4 In this 
study, we join prior researchers and propose that an optimal regulatory intervention 
is needed to ensure information security in cyberspace (Ogut et al., 2011; Beiner et 
al., 2015; Lam, 2016; Eling et al., 2020). 

Overall, this study makes several contributions to cybersecurity literature. First, 
to our knowledge, our manuscript provides the most recent and comprehensive 
review of the different strands of cybersecurity literature to point out possible moral 
hazard problems associated with cyber risk management. Second, we assess the 

https://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
https://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
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Market Reaction to Cyberattacks

We turn to the literature on market reaction to understand why managers might defer 
cybersecurity spending and possibly cause investment inefficiencies. Agency theory 
postulates that differences in risk preferences of insurance managers and investors 
cause a conflict of interest between the two groups. Investors generally tolerate 
higher risk since they can diversify idiosyncratic risk away (Rajgopal & Shevlin, 2002). 
Managers are risk-averse and reluctant to undertake risky projects because they cannot 
diversify firm-specific risk due to having human capital invested in the firm (Jensen 
& Meckling, 1976, Srinidhi et al., 2015). Thus, separating ownership and control may 
cause investment inefficiencies that could damage the firm’s market value (Jensen & 
Murphy, 1990). Compensating managers with stocks and options (equity incentives 
hereafter) is considered a remedy for possible underinvestment problems. Giving 
managers fractional ownership in the firm may alleviate agency problems by aligning 
their interests with those of investors (Fama & Jensen, 1983; Core & Guay, 1999). This 
strategy, however, may fail because equity incentives in the compensation package 
make managers’ wealth a function of their firms’ stock price (Burns & Kedia, 2006). 

Investors form their opinions about a firm by evaluating its current earnings (Stein, 
1989). Firms face negative publicity (Bowen et al., 1995) and experience a decline in 
stock price (Ali & Kallapur, 2001; Skinner & Sloan, 2002) when they announce earnings 
that are lower than expected. Thus, managers are under pressure6 to produce earnings 
that meet expectations because their wealth changes in response to stock price 
changes, making equity-based compensation a double-edged sword (Goldman & 
Slezak, 2006). To prevent unfavorable changes, managers may take excessive risks 
to maintain an upward trend in stock price, which may eventually destroy firm value, 
shareholder wealth, and image (Jensen, 2002). They may even distort their firms’ 
financial performance to increase the market value to achieve personal gains (Collins 
& Hribar, 2000; Watts & Zimmerman, 1978). It is known that managers sometimes 
manipulate financial statements to exaggerate their firms’ earnings (Cheng & Warfield, 
2005; Bergstresser & Phillippon, 2006). More importantly, they may manage real 
activities by decreasing research and development (R&D), advertising, and maintenance 
expenditures, selling profitable assets, and postponing new projects (Herrmann et 
al., 2003; Cohen & Zarowin, 2010; Graham et al., 2005) to meet current earnings 
benchmarks at the expense of their firms’ future value. 

Managers may be facing a similar dilemma when making cybersecurity-related 
investment decisions. Not investing in cybersecurity, indeed, renders firms vulnerable 
to cyberattacks. Some empirical evidence suggests that investors react negatively to 
a firm’s cyberattack announcements (Campbell et al., 2003; Cavusoglu et al., 2004; 
Goel & Shawky, 2009; Gatzlaff & McCullough, 2010). The adverse market reaction 
is stronger for internet firms (Hovav & D’Arcy, 2003) and firms with higher growth 
opportunities. Investors even seem to pay attention to how attacked firms announce 
this bad news. For example, Gaztlaff and McCullough (2010) show that investors react 
more negatively when breached firms refuse to provide details of the incidents. Thus, 
there is reason to believe managers would allocate sufficient funds to cybersecurity to 

6. A 2017 National Association of Corporate Directors (NACD) survey points out that activist shareholders prefer 
and, therefore, pressure firms to focus on increasing short-term gains over long-term goals.
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prevent attacks and avoid any loss in their firms’ market value, which would negatively 
affect their wealth. 

Indeed, a rational manager would invest in information security as long as the 
cost of the investment is less than the expected cost of a possible breach (Chai et 
al., 2011). However, determining what is sufficient when investing in cybersecurity is 
problematic because it is difficult to estimate the probability of these attacks and their 
cost (Schneier, 2008). Another challenge associated with these investments is justifying 
their cost when their benefit is uncertain. First, calculating the return on information 
security investment is difficult due to data limitations (Chai et al., 2011). Second, cyber 
incidents may still occur even after firms undertake such investments (Lee et al., 2011). 
Moreover, cybersecurity investment requires allocating financial resources, which will 
reduce reported earnings immediately. Knowing investors are not fond of declining 
profits, managers may gamble and defer cybersecurity investments until after a breach 
occurs instead of taking a guaranteed hit on their wealth. 

Furthermore, the market seems to be getting more insensitive to cybersecurity 
incidents over time (Gordon et al., 2011; Yayla & Hu, 2011). Although earlier studies 
document significant negative reaction to breach announcements, more recent empir-
ical evidence yields contradicting results (Yayla & Hu, 2011). For example, Gordon et 
al. (2011) find that investors’ negative reaction to cyberattack news was not statistically 
significant after 2002. Even before then, investors penalized firms more harshly when 
a cyberattack involved interrupting the firm’s operations than when it compromised 
customer information. Investors reward firms more generously when the goal of 
cybersecurity investment is to increase sales than to improve IT security (Chai et al., 
2011) and when firms are early adopters of new security measures (Bose and Leung, 
2013). Moreover, Hinz et al. (2015) document that although there is a decline in the 
stock prices of attacked companies in the short term, the market’s perception of 
systemic risk remains unaffected in the long term. In fact, investors may not be the 
only group getting insensitive to cyber incidents. Mikhed and Vogan (2018) show that 
bank customers adopt their own security measures, but they do not change their credit 
usage. These findings suggest that managers, whose compensations include short-
term incentives that tie their wealth to their firm’s stock price, have personal motives 
to defer cybersecurity investments to meet investors’ higher earnings expectations. 
Managers may maintain this approach until a cyberattack occurs since empirical 
evidence shows declining market sensitivity to data breach announcements.

Firm Reaction to Cyberattacks

The discussion in the previous section points out a possible decline in shareholders’ 
sensitivity to cyberattacks. Kamiya et al. (2020) state that shareholders are aware 
that firms in which they are investing are exposed to cyber risk and may experience 
attacks. Therefore, there is a level of readiness regarding cyber incidents, which may 
alleviate investors’ adverse reactions. Consistent with this view, Kamiya et al. (2020) 
argue that financially stable firms should not suffer reputational damage even when 
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with a higher possibility of a security breach. Therefore, the board’s attention to 

https://www.nacdonline.org/analytics/survey.cfm?ItemNumber=60038
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In addition to these factors, most commercial property and liability insurance 
policies protect against immediate damages to physical assets (Eling & Schnell, 2016). 
In contrast, firms may face a plethora of tangible and intangible costs following cyber 
incidents (Garg, 2020). The intangible costs include damage to the firm reputation, 
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Insurance Commissioners (NAIC),11 shows that the 152 insurer groups domiciled in the 
U.S. reported $4.82 billion in direct written premiums for cyber coverage, including 





https://privacyrights.org/data-breaches


Journal of Insurance Regulation 19

the processing and free movement of personal data. Although the U.S. dominated the 
arena of cybersecurity for almost two decades starting in 1996 with the establishment 
of former President Clinton’s Commission on Critical Infrastructure Protection, the EU 
started taking aggressive steps toward data privacy issues in 2011 by publishing an 
opinion statement to kickstart a comprehensive approach to protect personal data. 
The European Parliament adopted the GDPR in 2014 and established the European 
Data Protection Board (EDPB) in 2015, which is responsible for making sure the GDPR 
is applied consistently throughout the EU. 

Later, in 2016, the GDPR entered into force with a wide range of existing and new 
data protection rights, including enabling individuals to request their personal data 
to be deleted from the collecting organizations’ systems. The European Council 
proposed two new regulations in 2017 that obliged organizations to implement 
security measures to protect personal data and allowed them to process only nec-
essary personal information for a specified purpose. Member states were required 
to transpose the Data Protection Directive into national legislation by 2018. At this 
stage, organizations processing personal data were required to develop information 
and communication systems and technologies that complied with privacy principles 
and ensured the data was protected by design. After giving a two-year adjustment 
period to member states, the GDPR was recognized as law across the EU, replacing 
the 1995 Data Protection Directive. 

As of May 2018, the GDPR required organizations, whose activities involve the 
use of sensitive personal data on a large scale, to appoint a data protection officer 
(European Commission, n.d.-b). In compliance with the directive, while the operator 
of essential services (OES) must implement the required technical and organizational 
security measures and notify national authorities of serious incidents, the member 
states must establish a national point of contact to coordinate with other member 
states and establish “computer security incident response teams.” Member states 
must also issue binding instructions to OES to alleviate weaknesses, assess other 
member states’ compliance with the directive, and compel them to provide information 
including evidence of implementation. In addition to OES, digital service providers 
are subject to the same security and notification requirements. 

Finally, the EU established the EU Cybersecurity Agency (ENISA) and adopted the 
EU Cybersecurity Act in 2019, which became effective in 2021. The EU Cybersecurity 
Act introduced a cybersecurity certification framework for products, services, and 
processes. This certification assists organizations in the prevention and detection of 
cyber incidents, and helps companies respond and recover from them. Companies 
operating in the EU, including U.S.-based companies, must certify their products and 
services. This certificate, recognized across the EU, “will make it easier for businesses 
to trade across borders” (European Commission, n.d.-a). Within the GDPR framework, 
data protection violations are subject to substantial fines and penalties. These fines 
are designed to be proportionate and dissuasive for each incident and can be up 
to €20 million (a minimum of €10 million for less severe incidents), or, in terms of an 
undertaking, 2-4% of their global turnover depending on the severity. The fines are 
applied in addition to or instead of corrective remedies to adjust the data processing 
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to comply with the GDPR and may impose limitations such as a ban on data processing 
(Intersoft Consulting, n.d.). 

Trends in Cybersecurity Landscape 

Although the EU appears to have a more stringent approach to cybersecurity and data 
protection, the Cyber Readiness Report published by Hiscox (2022) portrays a different 
view. Table 1 summarizes some important statistics from this report by country. Looking 
at the percentage of businesses that experienced a cyberattack, the largest increases 
are in the Netherlands, Ireland, and the U.S., while the smallest increases are in France, 
Belgium, and Germany. There is a slight decline in Spain. Looking at the median cost 
of cyberattacks, a similar trend is observed. Again, the largest increases are in the 
Netherlands, Ireland, and the U.S., while there is a decline in France and Germany. 
That said, the Netherlands, Spain, and France experienced the largest increase in 
ransomware attacks, while Ireland and Germany experienced the smallest increase, 
and France experienced a decline. The percentage of businesses that experienced 
a ransomware attack remained the same in the U.S. Focusing on the cyber insurance 
uptake, the percentages range between 58–69%, whereas Ireland, Germany, Spain, 
and the U.S. appear to be relying more on risk transfer. While the proportion of IT 
budget allocated to cybersecurity appears to be comparable among these nations, it 
appears that businesses increased their cybersecurity budget by 3% in Belgium and 
Germany, but only 1% in Ireland and in the U.S.

Table 1: Country Comparisons Hiscox Cyber Readiness Report 2022
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the U.S. This observation further supports the moral hazard argument with respect to 
underinvesting in cybersecurity and inefficient cyber risk management. As a result, 
we join the researchers who call for an optimal level of regulation.

Conclusion (With a Call for Regulation)

In today’s digital economy, cyber risk is considered a new type of firm operational risk 
that requires the attention of the entire organization. The current disclosure require-
ments do not go beyond reporting a breach once it happens. Regulatory agencies 
publish CRM guidelines, but firms must take voluntary action to follow them. In other 
words, because CRM is not mandated, firms end up having to decide for themselves 
if they want to follow CRM guidelines, and they seek to hedge against cyber risk by 
purchasing insurance which has serious limitations. The NAIC (2022) indicates that 
cyber insurance premiums are rising, there is a 68% increase in the number of data 
breaches from 2020 to 2021 and implies these changes may be reflected in the cyber 
insurance prices with a 10-30% increase in the last quarter of 2020 and may be carried 
over to 2022. In addition to the increase in prices, the cyber insurance limits have also 
dropped from $10 million in 2019 to $5 million in 2020, then to $1-3 million in 2021. 
In addition to writing less business, insurers are adopting more strict underwriting 
processes and implementing more restrictive coverage terms to control their cyber 
risk exposure. 

According to Comerford (2022), demand for cyber insurance is increasing due 
to the growing number of cyber incidents, where more than half of all cyberattacks 
target small- and mid-size businesses (Morgan, 2020). That said, 91% of small busi-
ness owners do not have cyber insurance because: 1) they do not realize they need 
it; 2) they do nt understand the coverage; or 3) they think their property, casualty, 
and business interruption policies cover cyber-related incidents. Furthermore, due 
to increase in prices, businesses have to pay for more insurance and receive less 
coverage. From a small business perspective, the cost of a data breach for a company 
with fewer than 500 employees had increased from $2.35 million in 2020 to $2.98 
million in 2021. Unfortunately, 60% of small companies close their doors within six 
months of experiencing a cyber incident (Johnson, 2019). Small businesses play an 
important role in the economy by providing jobs, creating tax revenue, and supplying 
products and services to local communities. Any threat to their vitality has severe 
consequences to consumers and the economy as a whole, which further support the 
need for optimal cybersecurity regulation to reduce the likelihood and the economic 
impact of cyberattacks.
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